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1. O6wue cBegeHUus

MO «Arperatop Harpyskm» SIBMsSieTCS CEPBEPHbIM pelleHneM, He Tpebyomm
MOCTOSIHHOrO BMeLLaTeNbCTBa NoNnb3oBaTerns BO BpeMs 3KCnnyaTauum.

Mocne uHcTtannaumMm ctadHgapTHeiMu cpeactBamm OC Linux M HaAcCTpOKKK ak3emMnnspa
MO, nonb3oBaTenb MOXeT OOHOBMATL NporpaMmmy, nMMbO BHOCUTb NPaBKM B HAaCTPOWKK (CM.
NHcTpykumio no yctaHoske 10).

KoHTponb 3a pabotocnocobHocTblo ak3emnnspa MO n cepBepa Ha ero ocHose (ganee —
CA, CepBep arperauum) OCyLLeCTBNSIETCA CpeacTBaMW CUCTEMbl MOHUTOpUHra Zabbix un

npotokona SNMP.

2. KoHTponupyembie napameTpbl paboTbl CA npu akcnnyaTtaumm

2.1 KoHnTponb cuctemom Zabbix

MOHUTOPUHI CUCTEMBI OCYLLECTBSAETCH BHELLHMM cepBepoM MoHuTopuHra ZABBIX. Ha
CA yctaHoBneH Zabbix-agent, HAQCTPOEHHbIN Ha NacCUBHbIE NPOBEPKN Zabbix-cepBepom.

lNpumeyaHue: {HOST.NAME} 8 mabnuue — cepeep Ha 6ase 10 «Azpecamop Haz2py3Ku»

BaxHocTb

KoHTponupyembin napameTtp

Bbicokas

YUumcno npoueccos OpenVPN <3 Ha {HOST.NAME} (<3)

Yucno npoueccos FotelVPN <2 Ha {HOST.NAME} (<2)

watchfrr on {HOST.NAME} crashed

MpeBbiweHO MakcumanbHoe uucrno 6GanaHcuposwmkoB Ha {HOST.NAME}
(>800)

Ha {HOST.NAME} HegocTyneH TCP nopt fotelvpn

HE MNHIYETCA {HOST.NAME}

Bonbwown pasmep danna noros fotelvpn {HOST.NAME} (>1073741824)

ovsdb-server on {HOST.NAME} crashed

ovs-vswitchd on {HOST.NAME} crashed

OpenVPN on {HOST.NAME} crashed

FotelVPN on {HOST.NAME} crashed

CpegHsis

Ha {HOST.NAME} HegocTtyneH TCP nopt OpenVPN

fotelstats on {HOST.NAME} crashed (<2)

Zabbix agent on {HOST.NAME} is unreachable for 5 minutes

Lack of free swap space on {HOST.NAME} (<1)

Lack of available memory on server {HOST.NAME} (<256M)

MpenynpexaeHne

Ha {HOST.NAME} OSPFD ucnone3ayet {ITEM.VALUE} O3Y (>=10)

Namennncsa PID FotelVPN Ha {HOST.NAME}

Too many processes running on {HOST.NAME} (>30)

Too many processes on {HOST.NAME} (>600)

Processor load is too high on {HOST.NAME} (>5)

Free inodes is less than 20% on volume (<20)




Free disk space on {HOST.NAME} is less than 20% on volume (<20)
Disk 1/O is overloaded on {HOST.NAME} (>20)

/etc/passwd has been changed on {HOST.NAME}

NHbopmauusa {HOST.NAME} has just been restarted

Version of zabbix_agent(d) was changed on {HOST.NAME}
Hostname was changed on {HOST.NAME}

Host name of zabbix_agentd was changed on {HOST.NAME}

Host information was changed on {HOST.NAME}

Configured max number of processes is too low on {HOST.NAME}

Configured max number of opened files is too low on {HOST.NAME}

2.2 KoHTtponb ¢ nomouwbio SNMP

Ha kaxgom n3 CA yctaHoBneH SNMP-agent, obecneumBalowimin LEeHTParn3oBaHHbIN
KOHTpornb paboTtocnocobHocTn u nepegatowmit SNMP-Tpanbl B LieHTp ynpasnenus (LY) ans
KOHTpons cobbiTu Ha CA.

HaunmeHoBaHue o6beKkTa OnucaHue

serverClientldent Client login

serverStopReason Server down signal

eventServerStart Indicate server is start

eventServerStop Indicate server is stop

eventClientConnected this event is sent when a client (BN) connects to the aggregation
server (SA)

eventClientDisconnected this event is sent when a client (BN) disconnected from the
aggregation server (SA)




